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Section 1 - Introduction
Purpose and Scope

This Policy gives detailed guidance on how Thames Valley University (the “University”) will process information about its staff, students and other workers and how staff, students and other workers must ensure that all personal data is processed correctly and lawfully.

The Policy applies to all staff, students, suppliers, and others with whom it has dealings. Unless otherwise applicable, all references to staff include all current, past and prospective staff, full time and part time staff as well as agency workers, temporary workers and contractors. Unless otherwise applicable, all references to students include all current, past and prospective students, whether full-time or part-time.

General Policy Statement

In order to operate and to fulfil its legal obligations, the University needs to collect and use certain types of information about people with whom it deals. These include current, past and prospective students, suppliers, and others with whom it communicates. This personal information must be dealt with lawfully and correctly however it is collected, recorded and used – whether on paper, in a computer, or recorded on other material. All information containing personal data must be carefully classified and protected against unauthorised access, accidental loss or destruction, modification or disclosure.

The University regards the lawful and correct treatment of personal information as important to successful operations, and to maintaining confidence between those with whom we deal and ourselves. To this end we are committed to the principles of data protection, as stated in the Data Protection Act 1998 (“the Act”).

Definitions

Personal Data

“Personal Data” means data relating to a living individual who can be identified:

· from that data; or

· from that data and other information which is in the possession of, or is likely to come into the possession of, the data controller.

It includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of that individual.

Sensitive Personal Data

“Sensitive personal data” consists of personal data relating to ethnic origin, physical and mental health (including, for example, details of the reasons for an individual’s  sick leave), sex life, religion or belief, political opinion and information relating to alleged or actual criminal offences. The more ‘sensitive’ the nature of the data  the more securely it should be treated in terms of deciding whether it is necessary to obtain it, the method of obtaining it, whether to retain/disclose it and how to retain/disclose it.

Processing

“Processing” means obtaining, recording, holding or adding to the information or data or carrying out any operation or set of operations on the information or data.

Data Subject

“Data Subject” means an individual who is the subject of the personal data.

Data Controller

“Data Controller” means a person who (either alone or jointly or in common with other persons) determines the purposes for which and the manner in which any personal data are, or are to be, processed. In this case, this means the University or nominated individuals acting on behalf and with the authority of the University (See Appendix I).

Data Processor

“Data Processor” means any person (other than a member of staff) who processes data on behalf of the University.

Information Commissioner

The Information Commissioner oversees the implementation of the Act (See Appendix I).

Section 2 – Data Protection Principles

The 8 principles set out in the Act require that personal data:

i. Shall be processed fairly and lawfully and, in particular, shall not be processed unless specific conditions are met;

ii. Shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes;

iii. Shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed;

iv. Shall be accurate and, where necessary, kept up to date;

v. Shall not be kept for longer than is necessary for that purpose or those purposes;

vi. Shall be processed in accordance with the rights of data subjects under the Act;

vii. Shall be protected by appropriate technical and organisational measures which shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data;

viii. Shall not be transferred to any country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.

Section 3 – Obligations, Rights and Guidelines

Your Obligations

The University and all staff or others who process or use any personal data must ensure that they follow the data protection principles at all times. (There are specific exemptions covering Research - for guidelines see Appendix D, References - for guidelines see Appendix E, Journalism and certain other specific activities.)

All staff and students are responsible for:

· Checking that any information that they provide to the University is both accurate and up to date;

· Informing the University of any changes to information which they have provided, i.e. changes in address; and
· Informing the University of any errors in the information it holds about them.

Your Rights

Staff, students and other data subjects about whom the University holds or uses data have a legal right to access that information and request a copy of the data in permanent form. Any person wishing to exercise their right of access formally should contact the Data Protection Officer (see Appendix I). On each occasion that such access is requested, the University (subject to any exemptions which may apply from time to time) will make a standard charge of £10 to cover administrative costs.

However, the University is committed to openness and has simpler procedures that allow data subjects access to key data without any charge:

· Staff may view their personnel file, with no charge, by making an appointment to visit the Human Resources office through their Human Resources Adviser
· Further Education Students are entitled to a copy of their Learning Agreement free of charge on request at a Learning Advice Centre. Check
Collection of Personal Data

Whenever personal data are collected the University will endeavour to make clear to the data subject for what purpose(s) the information shall be used. The Data Protection Officer (see Appendix I) must approve data collection forms to be used (see Appendix A for details on collection guidelines).
Processing Personal Data

All staff must take care to use personal data held by the University only for the purposes for which they were primarily intended, e.g. .:

· Staff, agent, and contractor administration.

· Advertising, marketing, public relations, and general advice service.

· Accounts and records.

· Education.

· Student and staff support services.

· Research

· Crime prevention and prosecution of offenders.

· Provision of commercial services.

· Publication of the University magazine.

A more complete description of these purposes can be found in Appendix G.

In particular addresses and telephone numbers held by the University must not be publicised or used to further personal, leisure or private business interests.

All local databases maintained by staff in the course of their duties containing personal data (including those using reference numbers for individuals rather than names) must be adequately secure and not, so far as is possible, hold data which is incorrect or out of date. Where possible central databases (such as UNIT-e) will be used to avoid duplication of information and to increase data security.

E-mail Usage

The majority of e-mail communications that staff send or receive will be simple transactions regarding University business. Staff should avoid using e-mail to send personal information of a sensitive nature or to express views about individuals. This is because e-mail is an essentially insecure medium and the sender can have no control over the storage or use of the message after it has been sent. Staff who receive by e-mail, from students or others, information that might be personal data or sensitive personal data should not retain such messages.  They should print it out and delete the e-mail from their computer. (Examples might include any mention of individuals in relation to discipline or performance, family or personal circumstances.) The printed information should then be kept in the appropriate hard copy filing system in accordance with this Policy and be used strictly in accordance with this Policy.  
The University reserves the right to monitor the use of its e-mail facilities in accordance with the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000.
In order to comply with principle viii of the Act, it is essential that specific written permission be obtained before any personal data is published other than in accordance with an individual’s work at the University. The publishing of contact details for staff in accordance with their work at the University is allowed, as long as the member of staff concerned has the opportunity to raise any objections prior to publication. 
Data Storage and Retention 

It is the responsibility of the relevant senior manager to ensure that centralised records are maintained to meet the needs and reasonable expectations of students, the University, and external bodies.  For members of staff, Human Resources has the responsibility of ensuring that centralised records are maintained.  Appendix C sets out examples of which types of documents may be destroyed.  Where the documentation contains personal information, the destruction must take place confidentially.  All other documents, files and papers should be retained in accordance with the retention periods set out in Appendix C once any documents which may be destroyed have been removed.

Security

Each individual must ensure that personal data is processed in accordance with a level of security appropriate to the risks represented by the processing and the nature of the personal data to be protected. This may mean avoiding use of e-mail and facsimile transmission in favour of confidential post, the use of passwords or encryption for electronic documents and keeping papers under lock and key. The need for security is greater where sensitive personal data is involved.

Particular care must also be taken when taking personal data off site.

Disclosure of Data

All staff must take care to ensure that personal data is neither visible nor accessible to unauthorised persons. Where personal data is disclosed to third parties, it must be restricted to only those details that are required for the purpose in hand (see Appendix B for details on disclosure guidelines).

Direct Marketing

The head of the University’s marketing function has responsibility for all outgoing mail or telephone marketing and for the University’s Internet website(s). No personal data must be used or published in these contexts without the specific approval of the Data Protection Officer, including for alumni purposes.
See Appendix F – Using Personal Data for Direct Marketing for guidelines on this subject.

The University Secretary must approve any contracts with third party organisations that involve the processing of personal data.
Breach of the Policy

Should staff not process data in accordance with this Policy, the University and the individual in breach could be liable to criminal prosecution and civil claims for damages. If any member of staff is found to have breached this Policy, they may be suspended from having access to any personal data held by the University and be subject to action under the University’s Disciplinary Procedure. 
If any staff member or student believes the University has infringed her/his rights under this Policy, s/he should raise this concern under the University’s Grievance or Complaints Procedure respectively.
Appendix A – Collection Guidelines
Data collection forms must be clearly titled to indicate their purpose(s) and collect only data relevant to those specific purpose(s). All these forms must carry the following notice:

Thames Valley University is fully committed to upholding the principles laid out in the Data Protection Act 1998. The University’s Data Protection policy is available from on the University’s website and intranet.
In addition, if any of the data may be transferred or used in ways that are not immediately obvious this must also be explained.

Where any forms collect sensitive data (other than ethnic origin or disability information used solely for equal opportunities monitoring) the data subject’s explicit consent to processing must also be obtained using the following formula:

I hereby give permission under the Data Protection Act 1998 for Thames Valley University to process the data on this form [for the purposes of …….]
For this consent to be valid, the data subject must be aware of the purpose(s) behind the processing.

The Data Protection Officer (see Appendix I) must approve all data collection forms before they are used.
Appendix B – Disclosure Guidelines

For staff in general the following guidelines apply:
· The students’ handbook and enrolment form sets out the basis upon which we are collecting and disclosing a student’s data and this should be referred to in the first instance.

· Where students are up to the age of eighteen, a member of staff may only contact a parent or guardian where that member of staff believes it is in the best interests of the student concerned to do so after full consultation with the student where possible.   This contact may be in connection with the student’s attendance, academic progress or performance and/or disciplinary proceedings for academic or non-academic offences. 

· Where a student is attending the University and is sponsored by their employer or a training provider, the agreement between the University, the sponsor and the University must deal with the disclosure of information to the sponsor.
· No information about students other than on the basis set out above should normally be given to parents, guardians, employers or training providers without the student’s permission. Particular caution should be exercised where parents/guardians have separate interests.

· No information about students over the age of 18 should normally be given to parents or guardian’s without the student’s written permission.

· If in doubt about the validity of any request, refer it to the Data Protection Officer.

· Disclosure of information to any other outside agency or individual (e.g. police, prospective employer, government or local authority department) without the student’s express written permission may only be made by the Data Protection Officer or be authorised by the Data Protection Officer. Even simple questions such as ‘Is this student attending’ or ‘on such and such a course?’ should not be answered but referred to the Data Protection Officer after establishing the information they require and the reasons they require it.
· Information may not be requested via an e-mail or disclosed via an e-mail address as there is a lack of certainty over the security of this form of communication.
· Information may only be given over the telephone or to personal callers after establishing the true identity of the caller e.g. by using dial-back and by asking security questions based on data held on the University’s systems.  A written note of the information disclosed must be sent to the Data Protection Officer.
· Information must not be sent outside of the European Economic Area without the express written permission of the data subject.

· Enquiries from the media should always be referred, without comment, to the Communications Office.

· Do not disclose more information than is necessary and be careful about disclosing information relating to other data subjects.

The above guidelines cover the disclosure of any individual’s data, not just students.
It is recommended that if you are in doubt you obtain advice from the Data Protection Officer (see Appendix I).  In all circumstances your first thought should be ‘what is in the best interests of the data subject?’
Appendix C – Retention Guidelines

Examples of documents which may be destroyed

· Announcements and notices of meetings and other events, notifications of acceptance or apologies
· Requests for information such as maps, travel directions, brochures etc.
· Requests for, and confirmations of, reservations for internal services (eg meeting rooms, car parking spaces etc) where no internal charges are made
· Request for, and confirmations of, reservations with third parties (eg travel, hotel accommodation, restaurants) when invoices have been received
· Transmission documents, letters, fax cover sheets, e-mails messages, routing slips, compliment slips and similar items which accompany documents but do not add any value to them
· Message slips
· Superseded address lists, distribution lists etc
· Duplicate documents such as cc and FYI copies, unaltered drats, snapshot printouts or extracts from databases
· Day files (chronological copies of correspondence)
· Personal diaries and address books etc
· Working papers where the results have been written into an official document and which are not required to support it
· Stocks of in-house publications which are obsolete, superseded or otherwise useless eg. Magazines
· Published or referenced materials received from other parts of the institution or from sellers or other external organisations which require no action and are not needed for record purposes eg trade magazines, vendor catalogues, flyers, newsletters.
Staff Data

	Type of Data
	Suggested retention period
	Reason

	Personnel files, including health records, risk assessments and appraisals
	Six years from the end of employment
	Reasonable period of time within which to provide references

	Pension Details
	72 years from birth or five years after retirement, whichever is longer
	

	Application forms
	Twelve months
	Litigation

	Redundancy facts
	12 years from date of redundancy
	Litigation

	Income tax and NI
	Three years from the end of the financial year to which they relate


	Income Tax [Employment] Regulations 1993

	Maternity pay
	
	Statutory Maternity Pay [General] Regulations 1986

	Statutory sick pay
	
	Statutory Sick Pay [General] Regulations 1982

	Wages and salaries
	Six years
	Taxes Management Act 1970

	Accident books
	Three years after date of last entry
	RIDDOR 1995

	Health records where termination of employment is related to, and Medical records relating to, Control of Substances Hazardous to Health
	40 years from date of last entry
	COSHH 1994, 1998

	Health records where termination of employment is due to asbestos-related illness
	50 years
	Control of Asbestos at work Regulations 1987

	Radiation medical records for staff
	Until death of relevant employee
	Best practice

	Disciplinary records
	Removed from file after the length of time determined at disciplinary hearing
	Management of employment relationship

	Accident books
	Three years from the date of each entry
	 Litigation

	Professorial appointments
	Permanent
	Future reference


Student Data

	Type of Data
	Suggested retention period
	Reason

	Achievement records 
	Permanent
	Record of grades may be required throughout career

	Courses studied

Start and end dates

Tutor references
	Twenty-five years
	Reasonable period of time within which to provide references

	Enrolment forms

Amendment forms

Registers

Attendance books and other contact records, e.g. distance learning
	Six years after completion of course
Twelve years where the records relate to programmes finance by the European Social Fund
	Audit requirements

Inspection

	Student disciplinary records

Welfare forms
	Six years after completion of course
	Possible litigation

Inspection

	Coursework marks

Student concern records

Risk assessments
	One year after end of course
	Appeals

Inspection

	Student Work
	As required by relevant awarding bodies or in accordance with guidelines issued by the University as appropriate

	Internal and external verification

Student appeals

Internal and external inspection

	Exam scripts
	One academic year after the student has graduated
	Best practice

	Other student information

e.g. Progress notes, other course or student administration records
	Either academic year or duration of course as necessary
	Not required after course completion

	Application forms
	Duration of programme
	Best practice

	Student paper files
	After editing to remove any information which may be permanently destroyed, six years
	Future reference and possible litigation

	Award pass lists
	Permanent
	Future reference

	Conferment lists
	Permanent
	Future reference

	Statutory returns relating to government agencies
	Ten years
	Best practice


Board minutes, committee and sub-group papers

	Type of data
	Suggested retention period
	Reason

	Board and Committee minutes
	Permanent
	Best practice



	Board and Committee and sub-group agendas and papers
	7 years
	Inspection and possible litigation


Agreements and related correspondence

	Type of data
	Suggested retention period
	Reason

	Major agreements of historical significance
	Permanent
	  

	Contracts with customers, suppliers or agents

Licensing agreements

Rental/hire purchase agreements

Indemnities and guarantees

Other agreements/contracts
	Six years after expiry or termination of the contract
	Six years is generally the time limit within which proceedings founded on a contract may be brought – Section 5 Limitation Act 1980. 
If the contract is executed as a deed, the limitation period is twelve years

Actions for latent damage may be brought up to fifteen years after the damage occurs

	Property 

	Deeds of title
	Permanent or until property disposed of 
	  Best practice

	Leases
	Fifteen years after expiry
	Section 14B Limitation Act 1980.

	Plans 
	Permanent or until property disposed of
	Best Practice

	Procurement and related documents
	
	

	Unsuccessful tenders – documentations and quotes
	Two years after the contract starts
	Best Practice

	Documentation relating to successful tenders not covered elsewhere in these guidelines
	Six years after the contract ends
	Future reference and possible litigation


Accounts and other financial documentation

	Accounts

	Final University Accounts 
	Permanent
	Taxes Management Act 1970

	

	Tax

	Supporting documentation for tax returns:

VAT
	Six years 
	 In general that where there is an enquiry into a tax return, records should be retained until the enquiry is complete

	PAYE
	For PAYE records not required to be sent to the Inland Revenue, not less than three years after the end of the tax year to which they relate
	Income Tax (PAYE) Regulation 2003, Reg.97 Note however that payroll records should be kept for five to six years

	Banking Records

	Cheques, bills of exchange and other negotiable instruments, bank statements
	Closure of account plus six years
	Limitation Act 1980

	Instructions to banks
	Six years after ceasing to be effective
	 Limitation Act 1980

	Printouts from accounting records for financial management purposes
	Two years
	Best practice

	Original finance records such as invoices, credit card slips, till rolls etc
	 Six years following the accounting year in which they were created
	Possible litigation


Employee financial records

	Payrolls/wages
	Six years 

	The Income Tax (Employments) Regulations 1993

	Record of payment of employee expenses
Record of payment of honoraria to third parties

Record of payment of expenses to third parties
	Seven years
	Taxes Management Act 1970


Insurance
	Policies
	Three years after lapse
	 In case of litigation which may be brought within three years of the incident

	Claims correspondence 
	Three years after settlement
	

	Employer’s liability insurance certificate
	40 years
	

	Accident reports and relevant correspondence
	Three years after settlement
	


Technical and Research
	Records and reports
	Twelve to fifteen years after requirements have ended
	  Best practice

	Drawings and other data
	Twelve to fifteen years after requirements have ended
	  Best practice


Donations and subscription records
	Donations granted and related correspondence
	Six years
	  Taxes Management Act 1970

	Deeds of covenant
	Six years after the last payment made but up to twelve years if any payments are still outstanding or there is any dispute regarding the Deed
	  Limitation Act 1980

	Subscription records
	Three years after cessation of membership
	Taxes Management Act 1970

	Endowment and bursaries
	Permanent
	For future reference


General Data

	Type of Data
	Suggested retention period
	reason

	Professional Advice Records

e.g. Careers, welfare and other Customer Services
	Kept as long as is necessary to open and process a case and for five years from case closure
	Necessary for processing and potential follow on queries

	CCTV footage
	28 days (unless there are any incidents which are kept securely until resolved)
	Security of Staff, Students, visitors and property

	Business planning and development papers
	Two years
	Reference

	Senior management team meetings minutes and papers
	Six years
	Reference and litigation

	Official publications of the University (including prospectuses)
	Six years
	Best practice and possible litigation

	Definitive programme documents/specifications/module guides
	Six years after programme has ended
	Best practice and possible litigation

	External examiners’ – record of appointment and payment
	Seven years
	Reference and possible litigation

	Master examination papers and solutions
	Seven years
	Reference and possible litigation


If you wish to retain personal data other than in accordance with these guidelines, seek guidance from the University’s Data Protection Officer (see Appendix I).
The Data Protection Act 1998 specifies that we should not keep personal data for longer than is necessary for our stated purposes (see Appendix G – Notified Purposes). The above guidelines are designed to help achieve this. Equally, data subjects have the right to expect us to keep records for these necessary periods in case they should require access to them. Once the document has been kept for the maximum time it should be destroyed, with the same care taken to avoid accidental disclosure of the information. Where practicable, shredding is recommended as the most appropriate and secure way of destroying paper documents.

It should be noted that where any documents are required for investigation by relevant external bodies they may be kept longer than indicated in the above guidelines.

Appendix D – Research Exemptions

Where personal data is collected for research purposes it is exempt from certain aspects of the Data Protection Act 1998.

Specifically, personal data collected for research purposes must not be used in forming any decisions about a particular individual, and must not be used in any way that will, or is likely to, cause distress to any data subject.

If you are collecting personal data for research within these parameters the following exemptions apply:

· Processing the personal data for additional research purposes (within the parameters) other than those notified to the data subject on collection is permitted.

· Personal data processed only for research purposes (within the parameters) may be kept indefinitely.

· Personal data processed only for research purposes (within the parameters) and which is not made available in any form that identifies data subjects is exempt from the data subject’s right of access.

Therefore it is recommended that when personal data is collected for research purposes:

· The data subject should be informed of the purposes for which the data is being collected.

· Any data collection forms should make clear that the data will be used only for research, what the research is for, and that any published results will be anonymised.

All other provisions of the Act apply, notably the requirement for adequate security when processing personal data whether or not within the above parameters.

Appendix E – Reference Guidelines
1 Introduction

There is no specific legal obligation on the University to provide a reference for an employee or former employee as there is not a requirement in the contract of employment, but the University could be subject to a claim for discrimination if it refused to provide a reference for reasons relating to sex, race or disability. Nevertheless, as a good employer, it is standard practice to give a reference to an employee upon request.

2
Accuracy of References
2.1 Responsibility to Staff
It is the duty of the reference writer to exercise reasonable care and skill in providing a reference. The writer should take reasonable steps to:
· Ascertain that the information on which the reference is based is factually correct. Even if the reference writer honestly believes the inaccurate statements to be true, he/she may still be negligent if reasonable steps have not been taken to check the veracity of statements.
· Check whether an agreed reference has been placed on the individual’s file with the relevant Human Resources Adviser.
· If the writer chooses to express opinions about the subject of the reference, they should ensure that the opinions expressed are reasonable in the circumstances and can be justified. Opinions are, by their very nature, subjective but they must be arrived at reasonably. The person expressing the opinion should always ask whether, if called upon to do so, he/she could justify why he/she holds those opinions – i.e. whether the opinion has a proper basis in fact. Statements of opinion should not be presented as statements of fact.

· There is nothing to prevent the reference writer from showing the subject the reference before submitting it. Their consent will ensure compliance with the Data Protection Act.

· Create a fair impression overall. This might mean putting certain factual matters into context where not to do so would create a misleading impression. Having checked the factual accuracy of statements and the reasonableness of opinions contained in the reference, the writer should “stand back” and ensure that the effect of the whole reference is fair and not misleading.

A reference writer who is negligent in the above respects will render the University liable for any loss, which the employee incurs as a direct result of inaccurate statements, opinions or impressions.

Where the person providing the reference has limited knowledge of the subject, this should be clearly stated.

In appropriate cases the University may make the provision of a reference conditional upon a disclaimer of liability to the subject and to the recipient.

Whilst it may sometimes be tempting to provide a reference that portrays the employee/student in a better light than is justified this should not be done since a reference which is unduly favourable could potentially leave the University vulnerable to a claim for damages from the recipient of the reference.

2.2 “In Confidence”

Many references are written and received “in confidence”. If, however, there is a claim for damages the reference may have to be disclosed. It should also be noted that references received would have to be disclosed in the event of a subject access request by the data subject. Reference writers need to be aware of this when drafting references.  

The University’s Policy of allowing staff open access to their personnel file and the right of students under the Act to make a subject access request means that references the University receives will always be accessible to the subject. Reference request forms sent out from the University should therefore make this clear to the referee.
2.3 Equal Opportunities and References

It is unlawful to discriminate on grounds of race, sex, disability, sexual orientation, religion or belief, part-time status, fixed term employment contract status or trade union membership or activity. It is specifically unlawful to instruct, procure, induce, comply with, or knowingly aid, an act of unlawful discrimination.

In giving references, care should be taken to avoid overt or covert, intentional or unintentional acts of unlawful discrimination. This is particularly the case where opinions not based on any objective evidence are sought or offered on the suitability of applicants. Opinions should, therefore, be capable of being backed up by objective evidence.

3
Giving References
When replying to a request for a general reference, if specific questions are asked, the University will decide whether to answer none of them, all of them or to leave questions unanswered.

As a general rule, check all references written to ensure that the content is accurate, justified, true and not misleading. State the facts and opinions that can be substantiated – “if in doubt, leave it out”. Speculative statements should also be avoided. Consider showing the subject the reference before releasing it. 

Reply promptly to reference requests, as the person’s future may be dependent on the reference.

3.1 Disclosure of References

If there is a request to see the reference then it should be considered, bearing in mind that the reference may have to be disclosed at the request of the referee to the recipient or during legal proceedings.

3.2 Testimonials
Testimonials are those not addressed to a specific person or for a specific job – i.e. “To whom it may concern”. They are general statements about an individual that can be re-used in a variety of different circumstances. As they do not fall within the remit of “qualified privilege”, libel claims are possible.

As a duty to take reasonable care applies equally to testimonials, they should be written with caution. They should also be dated so that they cannot be used years after they were written when circumstances may have changed.

3.3 Telephone References

Requests for telephone references should be approached with caution and usually avoided. If you wish to give a verbal reference, you should not say anything which you would not be prepared to put in a written reference. If the person requesting the reference is unknown, ask for their workplace telephone number then call them back to ensure you are speaking to the right person at the right organisation. Do not be hurried or harassed into replying. Reserve the right not to answer specific questions but be as helpful as possible. Take notes of the questions asked and the answers given. It is advisable to follow up in writing with a summary of the facts discussed on the telephone.

3.4 Provider of References

· Current Staff

References should be written by the relevant member of the Core Executive (or relevant delegated manager) and copied to the relevant Human Resources Adviser to be kept on the relevant file.
· Past Staff

References should be written by the relevant member of the Core Executive (or relevant delegated manager) and then forwarded to Human Resources so that the file can be checked to ensure that there is not an agreed reference.
Appendix F – Using Personal Data for Direct Marketing

Under the Data Protection Act 1998 (Section 11) an individual has the express right to object to the use of their personal data for direct marketing purposes. ‘Direct Marketing’ is defined in the Act as the communication of any advertising or marketing material which is directed to particular individuals.

It is obviously best practice for the direct marketer to inform the data subject of this right, and the Information Commissioner expects this. For this reason there are ‘opt-out’ boxes on Application and Enrolment forms as filled in by students allowing them to indicate their desire to exercise this right. If the University direct markets to an individual who has exercised this right it is in breach of the Act. Check form and Unit e ability
If an individual has exercised this right the only marketing material we could send them would be in response to a specific request. For example a student has ticked the ‘opt-out’ box on their Enrolment form, and subsequently requests a part-time prospectus. In this case we could send a part-time prospectus, but no other material.

Data collection forms where the data collected may be used for direct marketing must clearly state this. They must also inform the data subject of their right to prevent processing for direct marketing purposes. For example by including a phrase such as

“We may wish to send you promotional/advertising material about our other courses/services. If you would prefer us not to do this please tick this box (”

Direct marketing by electronic means (i.e. by email or by SMS text message) is governed by different rules.

If you intend to direct market an individual, who is not currently a student, by electronic means, they are required to opt in. We must provide the tick box as above, but the wording must read “We may wish to send you promotional/advertising material about our other courses/services by email or text message. If you would like us to do this please tick this box (”

If you intend to direct market, via these media, to an individual who is already our studentr, information related to the service we already provide them then that is allowed. E.g. Texting an advert for a course to an individual currently studying with us. Assuming that student has not opted out when providing us their data.
In addition, any direct marketing that does take place must include a note stating that the marketing is from Thames Valley University and that individuals have a right to prevent processing for direct marketing purposes.

Obviously, in order to fulfil our obligations to data subjects we must maintain up-to-date databases that allow us to remove or otherwise exclude individuals who have exercised their right to prevent processing. The UNIT-e database of student data is maintained as the most accurate record of students’ wishes in this regard.
Appendix G – Notified Purposes

The following is the list of purposes for processing personal data that the University has notified to the Data Protection Commissioner.

· Staff, agent, and contractor administration - The administration of prospective, current and past employees including self employed, contract personnel, temporary staff or volunteer workers. Administration of non-University staff contracted to provide services on behalf of the University. Planning and management of data controller’s workload or business activity. Occupational health service. Administration of agents or other intermediaries. Pension administration. Disciplinary matters, employment tribunals, etc. Staff training.

· Advertising, marketing, public relations, and general advice service - The identification of recipients for University services and administration of promotional campaigns. The advertising and promotion of the University and its services including by direct marketing means. The advertisement and provision of general advice to members of the public about University services. The advertising and promotion of the University through third party products and services, e.g. financial sponsorship.

· Accounts and records - Keeping accounts related to any business or other activity carried on by the data controller. Deciding whether to accept any person as a customer or supplier. Keeping records of purchases, sales or other transactions for the purpose of ensuring that the requisite payments and deliveries are made and/or services provided by or to the data controller in respect of those transactions. For the purpose of making financial or management forecasts to assist the data controller in the conduct of any such business or activity. The administration of supplier records relating to goods, orders, services and/or accounts provided to the University.

· Education - The provision of education or training as a primary function or as a business activity. Administration of education and training (e.g. admissions administration, monitoring, calculation and publication of exam results, provision of references, etc.). Provision of education and training (e.g. planning and control of curricula and exams, commissioning, validating and producing educational materials, sandwich placements, etc.). Administration of applications (e.g. receipt and processing of UCAS forms, compilation of statistics, assessments including preliminary and confirmed offers) Liaison with education, training establishments, employers – past, current and potential. Preparations of Department for Education and Skills returns. Administration of student awards and fees.

· Student and staff support services - Administration and management of University and privately owned property (including accommodation services). Administration of grants and loans (e.g. student loans, loans from student loans company, access loans). Administration and provision of health care services. Administration and provision of library services (including membership records, loan/hire records, information and databank administration). Ticket issue/reservation services. Administration and provision of a student card. Administration and provision of welfare and pastoral services. Careers guidance. Provision of crèche facilities.

· Research – Research in any field, including market, health, lifestyle, scientific or technical research. Academic research or statistical analysis in all fields, including scientific, technical, health, social, economic or market research. Identification of subjects for survey or analysis. Collection or extraction of data. Analysis, interpretation and evaluation of data. Output/presentation of results or findings. Administration of research funding.

· Crime prevention and prosecution of offenders - Crime prevention/detection and the apprehension/prosecution of offenders. Security, including use of CCTV for monitoring and collecting sound and/or visual images for the purpose of maintaining the security of premises, preventing crime and investigating crime.

· Provision of other commercial services - The provision of consultancy and advisory services. Provision of conference facilities (e.g. lecture halls, accommodation, catering etc.). Other chargeable services (excluding tuition fees).
· Publication of University magazine.

Appendix H –Funding Body Notices

The University is required to provide statistical information on its students and staff to its funding bodies, HESA and LSC.

HESA have asked us to provide the following information:

Student Collection Notice

Some information about students held by the University will be sent to the Higher Education Statistics Agency (HESA). Student records will be added to a database which will be passed to the central government departments and agencies and devolved administrations which require it to enable them to carry out their statutory functions under the Education Acts. It will also be used in anonymised form for statistical analysis by HESA and the above bodies resulting in publication and release of data to other approved non-statutory users. These may include academic researchers and commercial bodies.

Students may wish to note that their contact details will not be made available to HESA, their names will not be used or included in its statistical analysis and precautions are taken to minimise the risk that individual students will be able to be identified from the data. Neither statutory nor non-statutory users of the HESA data will be able to use the data to contact students.

Under the Data Protection Act 1998 students have the right to a copy of the data held about them  by HESA, for a small fee. If students have any concerns about, or objections to, the use of data for these purposes, they should contact HESA at www.hesa.ac.uk or by writing to 18 Royal Crescent, Cheltenham, GL50 3DA.

Staff Collection Notice

Some information held about staff by the University is sent in coded and anonymised form to the Higher Education Statistics Agency (HESA) annually and to the Learning and Skills Council (“LSC”). Staff records are added to a database which is passed to central government departments and agencies and devolved administrations which require it to enable them to carry out their statutory functions under the Education Acts. It is also used for statistical analysis by HESA, the LSC and the above bodies resulting in publication and release of data to other approved non-statutory users. These may include academic researchers and unions.

Staff may wish to note that their name and contact details will not be made available to HESA or the LSC and precautions are taken to minimise the risk that individual staff will be able to be identified from the data.

Under the Data Protection Act 1998 staff have the right to a copy of the data held about them. Because the data held about staff by HESA and the LSC is anonymised and a subset of that held on staff by the University, data subject access requests should be addressed in the first instance to the University. If staff have any concerns about, or objections to, the use of data for these purposes, they should contact HESA at www.hesa.ac.uk or by writing to 18 Royal Crescent, Cheltenham, GL50 3DA or the LSC using the contact details given below.
The LSC have asked us to provide the following information for learners:

Data Protection Act 1998 – The information you provide on the enrolment form will be passed to the Learning and Skills Council (the LSC). The LSC is responsible for funding and planning education and training for over 16-year-olds in England, and is registered under the Data Protection Act 1998. The information you provide will be shared with other organisations for the purpose of administration, careers and other guidance, and statistical and research purposes. Other organisations with which we will share information include, the Department for Education and Skills, Connexions, Higher Education Statistics Agency, Higher Education Funding Council for England, educational institutions and organisations performing research and statistical work on behalf of the LSC or its partners. The LSC is also a co-financing organisation and uses European Social Funds from the European Union to directly or indirectly part-finance learning activities, helping develop employment by promoting employability, business spirit and equal opportunities, and investing in human resources. Further information about partner organisations and what they do, may be found at http://www.lsc.gov.uk, and by following the links to data protection.

At no time will your personal information be passed to organisations for marketing or sales purposes. From time to time students are approached to take part in surveys by mail and phone, which are aimed at enabling the LSC and its partners to monitor performance, improve quality and plan future provision.

Appendix I - Further information and contact details

The University’s Data Protection Officer is the University Secretary, Ann Marie 

Dalton who is based at St Mary’s Road, Ealing, London W5 5RF and may be contacted either by post, by telephone on 0208 231 2560, by fax 0208 231 2937 or by e-mail ann-marie.dalton@tvu.ac.uk.

Staff who have queries on data protection issues should refer to the Data Protection Officer. 
Students should refer in the first place to the Data Protection Officer for advice and guidance on any problems or queries regarding data protection.
For external guidance, individuals can contact the Office of the Information Commissioner who oversees the implementation of the Act on 01625 545 700

Information Commissioner homepage http://www.informationcommissioner.gov.uk/
Joint Information Systems Committee site on data protection http://www.jisc.ac.uk/
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